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Product Images

Description

Ubiquiti UniFi UDM-PRO | UniFi Dream Machine Pro with
UniFi Controller
The UniFi® Dream Machine Pro is an all-in-one network appliance for a scalable network in an office, retail, or hospitality
environment. Powered by a fast 1.7 GHz quad-core processor, the UDM Pro combines multiple functions into a single device.

Features
Advanced Security Gateway with Built-in Switch
Dual WAN Ports: One 10G SFP+ and One Gigabit RJ45
One 10G SFP+ LAN Port
Embedded Enterprise Software: UniFi Network
3.5" / 2.5" HDD Bay for NVR Storage 
Automatic QoS: Top QoS priority is assigned to voice and video traffic.
VPN Server for Secure Communications: A site-to-site VPN secures and encrypts private data communications
traveling over the internet.
Convenient VLAN Support: The UDM Pro can create virtual network segments for security and network traffic
management
Innovative Display: The 1.3" touchscreen displays status information for easy monitoring and quick troubleshooting.
WAN Ports: 1 x 10G SFP+ and 1 x 1G RJ45 port
LAN Ports: 1 x 10G SFP+ and 8 x 1G RJ45 ports
1U Rackmountable (hardware included)
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Software
The UDM Pro includes the UniFi Network Controller so you can manage your UniFi Switches and APs. It can also run the UniFi
Protect software for convenient monitoring and complete management of your camera surveillance system. Video recordings
are stored on the built-in NVR (hard drive not included) and can be easily accessed using the UniFi Protect mobile app. Via
remote access, you can securely view the recordings that are privately stored on the UDM Pro rather than a third-party server.

Powerful Security
The UDM Pro offers advanced firewall policies and persistent threat management (requires Unifi software V5.12 or newer) to
act as an Intrusion Prevention System (IPS) and Intrusion Detection System (IDS).

Threat Management: Easily select and customize levels of security for viruses and malware, Point-to-Point (PtP)
protection, hacking, internet traffic, and website reputation.
Endpoint Scanning: The UDM Pro automatically scans endpoints (clients) connected to your network to identify
potential security threats and vulnerabilities.
Honeypot: Embedded Honeypot functionality can detect malware, worms, and other types of malicious traffic trying to
scan your network for vulnerabilities.
DNS Content Filtering: DNS filters block traffic from sites with malicious, phishing, or adult content. There are three
levels of DNS filtering security, each adding more protection.
GeoIP Filtering: GeoIP filtering allows you to block outgoing, incoming, or bi-directional traffic designated by country.
Use the UniFi threat map to select the countries you intend to block.

Superior Performance
The UDM Pro offers significantly greater performance over the previous generation of UniFi Security Gateways
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Additional Information

Product Name Ubiquiti UniFi UDM-PRO | UniFi Dream Machine Pro with UniFi
Controller

Part#: UB.UDM.PRO

Weight (kg) 5.200000

Manufacturer Ubiquiti

GTIN 810010071033

Form Factor Desktop/ Rackmount

PoE No PoE

SFP Yes SFP

Number of Ports 8-12

Predominant Port Type Gigabit Copper

Colour White

Warranty 1 Year
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